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Would you like to transform the management of 

your information security program from a daunting 

chore to a process that fuels better decisions? 

SBS can help!

SBS empowers financial institutions to make 

informed security decisions and trust the safety of their 

ddata based on a valuable information security program.

To learn more, visit www.sbscybercom today! 

Reece Simpson
reece.simpson@sbscyber.com 

605-270-3916
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For more information about these live and online education events and training tools, contact the 
NBA Education Center at (402) 474-1555 or nbaeducation@nebankers.org. You also may visit the 

NBA website at nebankers.org/education.html.

APRIL 2022
Demystifying Cryptocurrency Webinar
April 18 
Virtual

MAY 2022
NBA Annual Convention
May 4-6 
La Vista, NE

Operations School 
May 10-12 
Lincoln, NE 

Small Business Lending Virtual 
Workshop
May 24-25 
Virtual

JUNE 2022
NBA Annual Golf Outing 
June 9 
Hastings, NE

Preparing for Your Next IT   
Exam Workshop 
June 14 
Virtual

Relationship & Business  
Development School 
June 28-30 
Manhattan, KS
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PRESIDENT’S MESSAGE

Nebraska Bankers:  
Past, Present and Future

Richard J. Baier, President and CEO, Nebraska Bankers Association

NBA FRIENDS,

Congratulations to Nebraska Banker and former NBA 
Chair Mike Jacobson on his recent appointment as the State 
Senator for Legislative District 42, which includes North 
Platte. He brings a great deal of knowledge, experience and 
leadership background to this position.

If you follow Nebraska’s government, politics or history, 
you know that the 49-member unicameral Legislature is 
the only single-house legislature in the country. The body’s 
nonpartisan structure is also unique. While not perfect, the 
current system allows for substantial public input, dialogue 
and collaboration on important public policy issues.

The banking industry is fortunate to have four bankers 
who hold seats and vital committee and leadership 
assignments within the Legislature.

Former NBA Chairs John Stinner (District 48) and Matt 
Williams (District 36) were elected in 2014 and reelected in 
2018. Because of term limits, both are serving in their final 
year at the Legislature.

Sen. Stinner serves as Chair of the Appropriations 
Committee. He has guided the state’s budget through both 
periods of shortfalls and excessive revenues, including 
navigating the challenges of the pandemic. He is especially 
diligent about growing and protecting the state’s Cash 
Reserve Fund and questioning the long-term returns on state 
program expenditures.

Sen. Williams serves as Chair of the Banking, Commerce 
and Insurance Committee. He works closely with the banking 
industry and your NBA government relations team on issues 
like financial elder abuse protections, creating the state’s 
Single Bank Pooled Collateral Program, cryptocurrency bank 

Sen. Rob Clements Sen. Mike Jacobson Sen. John Stinner Sen. Matt Williams
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charters, financial literacy standards and workforce housing. 
His banking experience has proven invaluable in navigating 
these complicated topics.

Another banker, Sen. Rob Clements (District 2), was 
appointed and subsequently elected to his position in 2018. 
He serves as a member of the Appropriations Committee, 
where his background in budgeting and actuarial science has 
been a valuable asset. Sen. Clements is currently running for 
reelection.

I am especially thankful for the past, present and future 
public service of these bankers. Recruiting and electing 
competent leaders who can process and analyze complicated 
issues while seeking win-win scenarios cannot be understated. 
Voter-implemented legislative term limits have altered the 
number and experience of the candidates who are willing to 
put their names on the ballot. Term limits have also reduced 

the long-term institutional knowledge within the body. In 
addition, the $12,000 salary for state senators makes pursuing 
a legislative seat financially impossible for a significant number 
of potential candidates.

Nebraska bankers must proactively encourage candidates to 
run for local, state and national elected offices. Bankers can get 
involved by vetting and recruiting candidates, hosting candidate 
coffees or fundraisers, putting up campaign signs or flyers 
and other activities. Your bank and its employees could also 
contribute to efforts like the NBA BankPAC. At the direction of 
the NBA BankPAC Committee, these collective banker funds 
support pro-banking and pro-business candidates.

Finally, as leaders in your community, I strongly encourage 
you and/or members of your bank’s staff to consider running 
for office like the four bankers currently serving in the 
Legislature! 

NEBRASKA BANKERS ASSOCIATION 9



What’s your
dream?

Lending Experts

mibanc.com                  888-818-7200

MEMBER FDIC

Our loan experts have assisted 

hundreds of community banks 

with loans. Contact us today to 

see how we can assist you.  

LENDING SERVICES
Bank Stock Loans — Acquisition, 
Capital Injection, and Shareholder 
Buy Back/Treasury Stock Purchase

Officer/Director/Shareholder 
Loans ( Reg-O)

Participation Loans Purchased/
Sold — Commercial, Commercial 
Real Estate, Agricultural, and 
Special Purpose Loans

Leases

•

•

•

•

INVESTMENT PRODUCTS
Municipal Bonds
Mortgage-Backed Securities
Govt. & Agency Bonds
Corporate Bonds
Brokered CDs
Money Market Instruments
Structured Products
Equities
Mutual Funds
ETFs

FINANCIAL SERVICES
Public Finance
Investment Portfolio Accounting
Portfolio Analytics
Interest Rate Risk Reporting
Asset/Liability Management 
  Reporting
Municipal Credit Reviews
Balance Sheet Policy Development    
  and Review

ST.  LOU IS,  MO • OVE RL AN D PARK , KS • OKL AHOM A C IT Y,  OK • AUSTI N , T X • D E NVE R , CO • M E M PH IS,  TN

Comprehensive 
SOLUTIONS

888-726-2880FBBS believes the success of your 
team is the future of our firm. MEMBER FINRA & SIPC. INVESTMENTS ARE NOT FDIC 

INSURED, NOT BANK GUARANTEED & MAY LOSE VALUE.



You’re preapproved 
for trusted advice!
Your bank works hard to make 
customer dreams become reality. 
Don’t let complex regulations delay 
your next big transaction. Our 
talented, supportive pros can help 
you stay compliant, manage risk and 
grow strategically, so you can focus 
on building equity in your community.

 Everyone needs a trusted advisor. 
Who’s yours?

bkd.com/fs • @BKDFS
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WASHINGTON UPDATE

Leaders in Financial Literacy: 
Bankers Celebrate 25 Years of Teaching 

Children to Save

P ROVIDING CHILDREN WITH A STRONG BASE OF FINANCIAL 
knowledge is critical to helping them unlock their 
financial future and prosper as adults – and bankers 
are uniquely positioned to play a role in that process.

This year, the ABA Foundation celebrates a major 
milestone as we commemorate the 25th anniversary of the 
Teach Children to Save financial literacy initiative. Since 
1997, Teach Children to Save has brought students in grades 
K-8 important lessons about money and real-world financial 
concepts – from saving and spending to budgeting and 
keeping their money safe.

With the help of bankers nationwide, Teach Children to 
Save has reached a total of 9.5 million students to date. (If 
you’re looking for something to compare that to, it’s roughly 
the number of people who live in the state of New Jersey.) Add 

in the ABA Foundation’s other financial education program 
for teens and college-age students, Get Smart About Credit, 
and that number grows to almost 11.8 million children and 
young adults who have benefitted from the foundation’s 
financial education curriculum (that’s a population roughly 
equivalent to the population of Ohio).

Teach Children to Save began by providing bankers 
with tools and resources to enable them to take lessons on 
financial literacy topics into classrooms in their communities. 
Over the years, it has evolved and adapted to changing 
needs and preferences of younger generations – including 
pivoting to be heavily focused on virtual learning during the 
COVID-19 pandemic. 

This year, as the program celebrates its “silver jubilee,” 
the foundation is placing a particular emphasis on bringing 

Rob Nichols, American Bankers Association
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financial education to students through video and will be 
rolling out three short videos this spring designed to deliver 
engaging, age-appropriate lessons by grade level. (And 
speaking of video, students also have the opportunity to 
participate in the foundation’s Lights, Camera, Save! program, 
through which they channel their creativity and produce their 
own video showcasing their financial knowledge. Learn how 
your bank can get involved at no cost by visiting aba.com/
LightsCameraSave.)

In honor of Financial Literacy Month, the foundation 
observes Teach Children to Save Day in April, but bankers’ 
efforts to raise awareness about financial education are by no 
means confined to one day. In fact, Teach Children to Save 
encourages bankers to advance financial literacy throughout 
the year in whatever way they choose. To help banks engage on 
social media channels, the foundation has created a free Teach 
Children to Save communication toolkit for participating 
banks to use. The kit includes everything from social media 
posts, letter templates and graphics – everything your bank 
needs to spread the word about financial education.

As we work toward the collective goal of increasing 
financial health in the U.S., reaching out to young people is a 

great step bankers can take. When bankers engage with the 
younger members of their communities, it does more than 
simply provide students with the “nuts and bolts” of financial 
education – it allows them to interact with their local bank 
and understand that the two million women and men working 
in the banking industry are invested in their success. They 
have the opportunity to see bankers as teachers, experts and 
as trusted resources in their communities, and they can begin 
to see the value of having a relationship with a bank.

With all of the financial hardships families have 
experienced over the past two years, it’s more important than 
ever that the next generation is given the tools and knowledge 
they need to make prudent financial choices as they grow 
up. And so, I hope each and every one of you will make the 
commitment this year to join with the ABA Foundation, take 
advantage of all the free resources available, and participate 
in Teach Children to Save and our other financial education 
initiatives. With your help, we can keep these programs going 
strong for another 25 years and beyond. 

To learn more and register for Teach Children to Save, visit aba.com/
teach25. For questions on the ABA Foundation’s financial literacy 
programs, contact ABA’s Jeni Pastier at jpastier@aba.com.

WALENTINE O’TOOLE,  LLP

When time is of the essence, experience counts.

Walentine O’Toole blends confidence, experience 
and knowledge with the personal attention you 

can expect from a regional law firm.

www.walentineotoole.com

402.330.6300
11240 Davenport St. • Omaha, NE 68154-0125
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Dana Sparkman, CFA, The Baker Group

Public 
Pension 
Update

M UNICIPAL BOND INVESTORS 
finally have some good 
news regarding public 
pension plans after 

worrying about growing unfunded 
pension liabilities for many years. The 
Pew Charitable Trusts reports that 
aggregate state retirement systems 
are over 80% funded for the first 
time since 2008, following record 
investment returns for the fiscal year 
ending in 2021.

In an effort to earn higher returns 
in an era of low-interest rates, pension 
fund managers have broadly been 
shifting asset allocations to a higher 
concentration of risky assets such 
as private equity and hedge funds. 
The National Association of State 
Retirement Administrators (NASRA) 
reports that alternative investments 
comprised 21% of the investment 
portfolios of public pension funds 
surveyed in 2021 compared to only 
about 5% in 2005. According to NASRA, 
investment returns have historically 
accounted for 61% of public pension 
fund revenue from 1991 to 2020, 
making it a large contributor to the 
overall performance of a pension plan. 
This strategy of taking on more risk to 
potentially earn a higher return proved 
very profitable during 2021 as risky 
assets outperformed assumed rates of 
return, and most public pension plans 
earned returns greater than 25%, with 
some plans even hitting their highest 
single-year return in their history.

NEBANKERS.ORG14



Source:  Public Plans Database; Census of Governments

This is great news for municipal 
employers that participate in those 
pension plans, especially following 
investment underperformance in 
2020 and a period of increasing 
annual required contributions. 
Most public pension plans now have 
better-funded positions and lower net 
pension liabilities, which should lead 
to lower growth in annual required 
contributions from municipalities 
and will help to relieve some budget 
pressure for those municipalities. The 
Pew Charitable Trusts estimates that 
contribution levels increased by 8%  
per year on average over the past   
10 years, but the most underwater  
plans had contributions increase by  
16% on average over that same time 
period. For some municipalities, 
coming up with funds for those rising 
contribution levels has become very 
difficult, and pension contributions 

have become a significant budget 
item. However, many state and local 
governments may be well-positioned 
today to make excess contributions and 
pay down some pension liabilities, since 
2021 was also generally a year of large 
budget surpluses and revenue growth. 
For example, Connecticut has paid  
$1.7 billion from surplus cash into its 
state employee and teachers’ pension 
funds in the last two years, and they 
may add an extra $6.3 billion over the 
next five years, according to Bloomberg.

While most public pension plans have 
recently improved financially, investors 
should remain wary of municipalities that 
have exposure to troubled pension plans 
for a few reasons. First, unfortunately, 
a single year of outstanding investment 
performance may not be enough to pull 
underfunded plans out of worrisome 
territory. The previously discussed 
increased allocation in highly risky 

assets makes plan assets sensitive and 
investment returns volatile. Moody has 
calculated that, in some instances, it 
would only take about a 5% loss next 
year to reverse the positive effects of a 
25% return in 2021. Further, Moody 
anticipates a greater than one-in-six 
chance that a pension plan with a 7% 
assumed annual return will suffer a loss 
of 5% or more in a given year.

Second, unfunded pension liabilities 
are still very high and represent a large 
amount of debt. Moody’s estimates that 
net pension liabilities are still above  
$4 trillion, larger than the municipal 
bond market, even after the high 
investment returns realized in 2021 
when adjusting for a conservative 
investment return assumption. Many 
states have enacted reforms to their 
pension plans to help keep liabilities 
down in the future, but the impact 
of those reforms will be felt further 
down the road because they are often 
effective only for new hires. 

Lastly, keep in mind that the 
statistics presented are aggregated to 
show broad trends. Individual states’ 
plans may differ and may not be as 
well-positioned as the average plan, 
and some municipalities even have 
their own local plans, which could have 
drastically different funded positions 
and investment outcomes.

Despite the fact that it is comforting 
to know that net pension liabilities have 
generally fallen and that municipalities 
may benefit from lower pension 
contributions, prudent municipal bond 
investors should continue to carefully 
monitor individual municipalities’ 
specific exposure to pension liabilities. 

Dana Sparkman, CFA, is Senior 
Vice President/Municipal 
Analyst in The Baker Group’s 
Financial Strategies Group. 
She manages a municipal 
credit database that covers 
more than 150,000 municipal 
bonds, providing clients 
with specific credit metrics 

essential in assessing municipal credit. Dana 
earned a bachelor’s degree in finance from 
the University of Central Oklahoma as well as 
the Chartered Financial Analyst designation. 
Contact: 405-415-7223, dana@GoBaker.com.

Many states have enacted reforms 
to their pension plans to help keep 
liabilities down in the future, but the 
impact of those reforms will be felt 

further down the road because they 
are often effective only for new hires.
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Strategies 
to Mitigate 
Credit Risk 
in a Highly 

Liquid 
Economy

Jeremy C. Hollembeak, Baird Holm LLP

Strategies 
to Mitigate 
Credit Risk 
in a Highly 

Liquid 
Economy
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Counselor's Corner — continued on page 18

I F YOU ARE A COMMERCIAL OR 
agribusiness lender, it’s likely 
been a while since you had a 
significant number of defaults 

in your portfolio. I wish I could tell 
you it’s because your borrowers are all 
financially healthy and operationally 
disciplined. Unfortunately, borrower 
distress and problem loans have not 
been eradicated from commercial and 
agribusiness lending. They’ve just 
become much harder to diagnose.

A much better explanation for the 
lack of defaults is that a decade-long 
bull market and historically low-
interest rates drove up asset values and 
created a lot of investor-class wealth. 
This, in turn, caused a massive influx of 
private money into the financial system, 
increasing competition among lenders 
and shifting the balance of power in 
favor of borrowers. Eventually, even 
small- and middle-market businesses 
found themselves able to borrow more 
than they ever had before. And borrow 
they did, with many of these businesses 
using their increased liquidity for 
controlled, sustainable growth. Many 
others, however, used it to cover up the 
effects of their poor business decisions, 
personal misfortunes and even fraud.

When the bull market ended in 
March 2020, it briefly seemed like the 
jig was up – that borrowers secretly in 
distress would finally be unmasked. 
But then, an unprecedented amount 
of government financial assistance 
in response to the COVID pandemic 
was indiscriminately doled out to 
good and bad businesses alike. The 
market rebounded and thereafter has 
remained robust. In short, the jig was 
not up, there was no unmasking, and 
to this day, many unprofitable and 
overleveraged borrowers continue 
to look from the outside like good 
businesses with low risks of default.

Now I could tell you a down-cycle 
is imminent – that it’s only a matter 
of time before you start seeing a sharp 

increase in defaults as a result of supply 
chain disruption, interest rate hikes 
and growing inflation driving up the 
cost of doing business. But frankly, no 
one can say with any certainty when 
the next downturn will happen. Plus, I 
bet by now someone like me has been 
telling you “this is the year the music 
will finally stop” for at least five years 
running, and you’re understandably 
sick of hearing it.

Instead, let’s assume the music 
keeps playing for a while, and as long 
as it does, the default rate in your 
loan portfolio remains very low. This 
period – from today until the next wave 
of defaults finally arrives – presents 
a golden opportunity for you to nip 
potential problem loans in the bud 
before they cause you actual problems. 
The challenge, however, is determining 
which among all the performing loans 
in your portfolio should be labeled as 
“problems” and given your attention. 
Because of high liquidity levels and 
greatly appreciated asset values, 
historical indicators of distress such as 
payment defaults and blown leverage 
ratios can no longer be relied on as 
early warning systems. Without new, 
more effective strategies for identifying 
those borrowers most likely to default, 
commercial and agribusiness lenders 
are taking on materially greater risk 
than you were ten, five or even two 
years ago.

Here are five strategies you can use 
to effectively mitigate this additional 
hidden credit risk: 

1. Take advantage 
of available 
opportunities to 
enhance collectability. 
To state the obvious, it’s not a 
viable lending practice to start 
requiring additional credit 
support from borrowers at a 
time when they are making 
all required payments and 
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have not triggered serious non-payment defaults. So 
your best opportunity to identify problem loans and 
enhance their collectability comes when borrowers 
request their existing loans be extended, rolled over or 
consolidated with new extensions of credit. Too many 
lenders agree to these requests in exchange for little 
or nothing in return, even though most borrowers 
would be willing to grant concessions under these 
circumstances. These opportunities are the doorway 
to implementing other enhancements discussed 
below.

2. Look for signals of distress in non-
obvious places. You don’t have to rely on 
the borrower to give you the information you need. 
You may be surprised what people make publicly 
available about themselves, their friends and 
family members. Investigate and see if you come 
across anything worth asking the borrower about 
(e.g., pictures posted on social media showing the 
borrower driving around town in his new sports car 
the same day he asked you for a loan extension). Also, 
if you have access to the borrower’s bank statements 
(e.g., under a deposit account control agreement), 
have someone review the borrower’s recent cash 
flow activity. In addition to helpful information 
about the borrower’s business relationships and 
spending priorities with other creditors, you may find 
undisclosed assets, new business ventures or even 
evidence of fraud. For example, in a recent lender 
engagement, I discovered the borrower, who had 
been in default and not paid my client for several 
years, had entered into an undisclosed land sale 
contract that he was using to siphon off and hide my 
client’s cash collateral. Reviewing the borrower’s 
account statements, I noticed small but frequent 
payments over the last few years, all going to one 
individual (a relative of the borrower). Upon further 
investigation, that individual turned out to be the 
record owner of farmland he was “selling” to the 
borrower in exchange for payments that should have 
been used to repay my client. If that had been one of 
your borrowers and even assuming he was current on 
his payments, would you agree to roll over his loan? 
To lend him additional money?

3.	 Enhance	collectability	by	fixing	
mistakes in the original loan 
documents. Take the time to have someone 
carefully go over the original loan documents and 
check for any mistakes or omissions, whether any 
assumptions made when the loan was originated 

need adjustment, and whether you continue to 
have valid, perfected security interests in all of 
your original collateral. Then ask the borrower 
to agree to any amendments needed to correct or 
adjust the original loan documents. Because these 
enhancements merely ensure the original intent of 
the parties is realized, an honest borrower should not 
push back on this request.

4. Enhance collectability by securing 
additional new collateral. This isn’t a 
novel concept, although lenders already using this 
strategy don’t always benefit from traditional grants 
of additional collateral (e.g., taking a second lien in 
assets that would fail to produce enough proceeds 
to pay off the first lien in an enforcement scenario). 
Lenders should think “outside the box” when 
requesting additional collateral. Try requesting a lien 
in an asset of particular importance to a borrower 
requesting a rollover or extension, even though the 
asset itself may have little or no liquidation value in 
your hands (e.g., trademark and brand assets in a 
borrower’s pet project). Remember, borrowers can 
only lose assets they pledged as collateral if they 
are unable or unwilling to fulfill their contractual 
obligations. If you ask for more collateral and a 
borrower pushes back too hard, it may mean the 
rollover or extension they requested involves greater 
credit risk than you thought before you asked. Finally, 
those who lend to businesses entitled to receive 
government assistance payments may be able to take 
a lien in those payments under certain circumstances. 
For example, a lender to a farmer receiving federal 
farm program payments may collect those payments 
if the farmer previously assigned them to the lender 
as collateral by executing the proper Farm Service 
Agency paperwork.

5.	 Explore	and	exploit	opportunities	to	
sell loans to distressed investors. 
Too many banks and traditional lenders ignore 
opportunities to get rid of “problem” loans until it 
is too late. Today’s secondary market is saturated 
with private capital providers looking to invest in 
distressed situations of virtually all sizes and risk 
levels. Typically, these investors provide additional 
rescue financing and turnaround expertise that 
original lenders can’t or won’t provide, with an 
expectation the borrower will return to financial 
health and payoff both the rescue financing and 
existing loan in full. As a result, these investors will 
often purchase existing loans for a price near or 
even above the returns originating lenders would 
realistically collect if they retained and worked the 

Counselor's Corner — continued from page 17
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Jeremy C. Hollembeak is an experienced financial 
restructuring and workout attorney at Baird Holm LLP 
in Omaha, Nebraska. He concentrates his practice on 
distressed investment opportunities and related litigation. 
Jeremy regularly negotiates debt purchase, refinancing 
and rescue financing transactions. He advises on disputes 
arising in distressed situations, developing and executing 
strategies to protect and enforce contract and collateral 
rights and collect on money judgments. His clients 

include banks, private capital providers, strategic investment funds and 
litigation funders.

WE’RE YOUR PARTNER IN BANKING.

2120 South 72nd Street, Suite 1200, Omaha
402.391.6777

www.crokerlaw.com

loans themselves. Crucially, however, originating 
lenders’ opportunities to find buyers at these price 
points comes before a borrower’s distress has been 
compounded. Lenders who mindlessly roll over and 
consolidate their own positions until their borrowers 
are completely out of cash flow and unencumbered 
assets and have no clear paths to rehabilitation cannot 
then go to the secondary market and expect to find a 
buyer for their position.

Unprecedented liquidity and asset appreciation may have 
pushed the day of reckoning for distressed borrowers off into 
the future, but it is saddling commercial and agribusiness 
lenders with additional credit risk now. Start using these 
strategies today to mitigate that risk by identifying which 
of your borrowers may be in distress and maximizing the 
collectability of your potential problem loans. 
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TECH TALK

T H E  G O L D E N  R U L E  O F  E M A I L

T R E A T

PHISHING ATTEMPT
A S  I F  I T  I S  A

EVERY EMAIL

W W W .S B S C Y B E R .C O M
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The Golden Rule of Email
Nick Podhradsky, Executive Vice President, SBS CyberSecurity, LLC

A LTHOUGH PHISHING HAS BEEN A PROBLEM FOR YEARS, 
phishing emails have increased by an estimated 
600% over the past two years. Setting a record 
number of cyber-attacks in that time, phishing 

continues to be a go-to source for hackers.

Because of the mass amounts of phishing emails targeting 
victims every day, it is more important now than ever to 
remember The Golden Rule of Email. This modern version 
of the well-known principle is to treat every email as if it’s a 
phishing attempt.

The cybersecurity field as a whole has been preaching 
phishing training for years. October 2021 marked the 18th 
year for Cybersecurity Awareness Month, yet we still see 
record-breaking attacks and losses.

To help fix this recurring problem, organizations should 
consider modifying their training approach to focus on 
building habits versus one-off lessons. Instead of solely 
teaching specific details to look for, focusing on building a 
repeatable process can have a more significant impact. It’s 
not the security awareness training alone that makes the 
difference, but the repeated process taken while investigating 
an email. 

Implementing The Golden Rule of Email 
Process

The first step in implementing The Golden Rule of Email is 
establishing it as part of onboarding techniques and general 
practices, similar to how employees comprehend the mission 
or values of a company. 

Ultimately, the rule would be adopted by leadership and 
management teams and woven into training and educational 
tools to be mastered by every employee.

If every employee was prompted to recite The Golden 
Rule of Email and the process it takes to spot phishing, with 
everyone responding promptly and accurately, employers and 
businesses might get a better sense of just how their company 
sits when it comes to defending against phishing attacks.

Once the initial concept of the rule is adopted across the 
company, it’s time to start building the skills necessary to 
support the rule and act against any suspicious activity.

A crucial step in helping employees steer clear of phishing 
emails is asking the three Ws – who, what, and why. 

Questions similar to the following should be considered for 
every email received:

Who?
• Do I know the sender?
• Is this someone with whom I usually communicate?
• Is the email sent to an unusual group of people?
• Is the email address spelled correctly?
• Does the email address match the email in the 

signature?

What?
• What action does the sender want me to take?
• Does the email contain bad grammar, odd styling,  

or typos?
• Is the email written in style consistent with the sender?
• Is the action something you’d expect from the sender?
• Is it an urgent request?

Why?
• Why do they want me to click on a link, download an 

attachment, or send information?
• Are they presenting a sense of urgency?
• What is the consequence they are threatening if no 

action is taken? Is it something I should expect?
• Have they presented an unusual situation? Is it 

something I should expect?

It’s also important to be wary of different phishing types:
• Email phishing – Emails using fake domains to collect 

private and financial information.
• Spear phishing – A more malicious email targeting 

specific people. Hackers normally have private 

Tech Talk— continued on page 22

Ultimately, the rule would 
be adopted by leadership 
and management teams 
and woven into training 

and educational tools to be 
mastered by every employee.
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information about the individual they’re targeting, like 
their name, job title, and email address.

• Whaling – Emails that aim for senior-level staff and 
management, using scams and spoofed website links 
to pry into bank accounts, financial information, and 
personal details.

• Smishing and vishing – Instead of emails, this 
form of phishing utilizes texting and over-the-
phone conversations where scammers pose as fraud 
investigators warning individuals of “breached” 
accounts. Scammers will also ask for payment details 
to verify identities and attempt to transfer funds.

• Angler phishing – Hackers use social media to gain 
sensitive information and download malware. They 
can also use data from social media to create more 
advanced and targeted attacks.

In addition to warning employees of the various ways 
to phish, organizations can put technical controls in place 
to help filter down phishing emails and security controls to 
ensure emails are coming from valid sources.

The final step in the process is taking accountability. Each 
employee should know exactly what steps to take when they 
spot a phishing email. Also, anyone who accidentally clicks on 
a phishing email and realizes it should immediately report the 

incident to their respective IT or security department(s) for 
faster identification and quicker response times.

The goal is for The Golden Rule of Email – treating every 
email as if it’s a phishing attempt – to become second nature 
for everyone. If you habitually follow this rule, you will 
instinctively verify certain elements before taking any action 
on an email. It becomes more than just another rule to follow; 
it’s a habit backed up by a process. 

For more information, contact Reece Simpson at 605-270-3916 
or reece.simpson@sbscyber.com. SBS delivers unique, turnkey 
cybersecurity solutions tailored to each client’s needs, including risk 
management, consulting, auditing, network security, and education. 
To download a free computer background and poster of “The 
Golden Rule of Email,” please visit sbscyber.com > Education > Free 
Downloads. 

Tech Talk— continued from page 21
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To be successful in today's financial climate, you 
must have not only the proper partner, but also 
the proper approach to achieve high performance. 

The Baker Group is this partner, and our approach is 
to offer sound strategies and accurate information 
to guide your institution to the next level. This is 
the reason we’ve been the industry’s recognized 
leader in innovation for more than forty years.

To experience The Baker Approach in meeting 
your financial objectives, call your Baker 
representative or Ryan Hayhurst at 800.937.2257.

Member: FINRA and SIPC 
www.GoBaker.com | 800.937.2257 

Oklahoma City, OK | Austin, TX | Dallas, TX
Indianapolis, IN | Long Island, NY | Salt Lake City, UT | Springfield, IL
The Baker Group LP is the sole authorized distributor for the products and 
services developed and provided by The Baker Group Software Solutions, Inc.

The Baker Approach

OUR SERVICES
Investment Portfolio Services

Balance Sheet Management

Education

Public Finance

Strategic Planning

Funding

Bond Accounting/Analytics



trusted partner
Since 1857, Cline Williams has devoted attention to the unique needs of the banking and �nancial services industries. Since then, 

we have provided our clients with the resources they need in the areas that are most important to them – from lending and 
collections, to regulatory compliance, to mergers and acquisitions, and so much more.

We’re more than a law �rm. We’re a partner for your bank.

LINCOLN  I  OMAHA  I   AURORA  I  FORT COLLINS  I  HOLYOKE

800.228.2581                                                                                       MHM.INC

Now more than ever people want self-service options. With our core integrated ITMs we 
can make this a reality both in the lobby and in the drive-up of your branch.

SELF-SERVICE BANKING
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ONE LAST 
THING ...
Did you know that you 
can enjoy your association 
news anytime, anywhere?

Scan the QR code or visit:
nebraska-banker.thenewslinkgroup.org

Check it out!

The new online article 
build-outs allow you to:

• Stay up to date with 
the latest  
association news

• Share your favorite 
articles to  
social channels

• Email articles to 
friends or colleagues

There is still a flipping 
book for those of you 
who prefer swiping and a 
downloadable PDF.

With over three decades of lending experience – and being directly involved 
in farming himself – Lynn understands the complex challenges, cycles and 
opportunities your farmers and agribusinesses face each season.

Bell is committed to ag lending – and that means a commitment to you and 
the farmers or agribusinesses you work with. 

Ag participations with Bell help you give your ag customers greater stability 
from season to season or increase cash flow to their operations.

Call me at 701.298.7138

Lynn Paulson
Based in Fargo, N.D., and serving the region

Member FDIC 24
87

1

Together,
let ’s 
make 
it happen.

Ready to Talk Farming and Financing? 

Mike Pate
402.301.3707
Based in Omaha, 

Neb., serving 
Nebraska

We do not reparticipate any loans.
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This magazine is designed and published by The newsLINK Group, LLC | 855.747.4003

233 South 13th Street, Suite 700 
Lincoln, NE 68508

WA=Weighted Average 

Nellie Szczech, EVP, Institutional Relationships  
Nellie@bhgbanks.com  •  (315) 509-2637
BHGLoanHub.com/NE

WA FICO:  734 
WA Income:  $287,000 
AVG Loan Size:  $109,000 
WA Years in Industry:  20 
WA DSCR:  2.6

2021 BHG 
borrower:

High-quality 
borrowers 
on-demand.

To learn more about BHG, please contact:


